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Job title Head of Privacy and Data Protection

Reporting to

- Head of Information Governance (51142546)
(position number)

Hay score | Pay Band Pay Band: 4

Job Purpose ﬂ

The Job Holder will act as TfL's Data Protection lead and has strategic responsibility for ensuring that TfL and its operating
subsidiaries comply with all relevant legal, regulatory and policy requirements governing the processing of personal data.
They will develop, implement and manage a comprehensive privacy and data protection compliance framework across TfL
and its subsidiary companies, which encompasses all relevant business and operational activities.

The Job Holder will use their specialist knowledge and leadership skills to actively promote and enforce data protection
compliance; and ensure that the business mitigates privacy risk. They will oversee (i) the evaluation of internal business
processes and contracts with external partners and service providers involving the processing of personal data; (ii) the
investigation and resolution of data breaches, complaints and external regulatory investigations associated with the loss,
misuse, disclosure, or unlawful processing of personal data; (iii) the monitoring of compliance with data protection
legislation, including data protection impact assessments; management of data risks and development of TfL’s Record of
Processing Activity; and, (iv) the development of data protection policies, processes, training and communications.

Key accountabilities ﬁ

1. Lead and develop a team of specialist data protection practitioners.

2. Oversee TfL’s Record of Processing Activity, including data protection policies, processor agreements, privacy notices,
marketing opt-ins, data sharing protocols, data protection impact assessments, and statutory notifications.

3. Manage TfL's response to external regulatory investigations (carried out by the Information Commissioner's Office)
involving any aspect of the processing of personal information by TfL and/or its processors.

4. Oversee the evaluation of systems and practices associated with the processing of personal information (including those
used by external service providers) embedding a 'privacy by design' assurance methodology; and ensuring identification
and documentation of actions necessary to achieve compliance with relevant legislation, policies and best practice.

5. Direct the development of data protection processes and procedures, including supplier assessments and information
sharing protocols. Identify and share best practice across TfL.

6. Strategically manage an ongoing program of privacy and data protection training and outreach activities, including the
development and maintenance of online guidance and eLearning materials.

7. Establish a network of Personal Information Custodians, determining ownership of personal data and ensuring that
senior managers are supported in managing risks relating to personal data processed in their functional areas.

8. Systematically anticipate, identify and prepare for new or changing privacy risks and consider the implications that new
and emerging issues will have on the distribution of resources, existing priorities and delivery of data protection compliance.

People management responsibilities

Does this role have people management responsibilities? Yes D No

If yes, then the role-holder is responsible for leading and supporting the people that report to them in a way that allows those individuals
to perform and develop to their best in their career at TfL.

This job description takes account of the primary factors but recognises there may be an number of items required to
fulfil the role, but which are not required to be detailed.
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Financial Impact

1. Non-compliance with the GDPR could expose TfL to a fine of up to 4% of turnover and class action claims including
material and non-material damages. Embedding a culture of privacy by design and by default can have a significant
beneficial reputational and financial/commercial impact on TfL and its service providers.

2. Effective implementation and documentation of controls around personal information should mean that TfL is able to
avoid or minimise any associated monetary penalties (imposed by the ICO) or financial damages (awarded by the courts).

Key interfaces

Internal: advising and influencing colleagues up to the level of Chief Officer, who are responsible for: corporate governance
arrangements (including policies and standards); systems and practices used to process personal data; providing /
obtaining legal advice; developing TfL's record of processing activity relating to personal data; investigation and
enforcement activities; security; procurement activities; HR policies and procedures; audit and assurance activities.

External: engaging, influencing and negotiating with: customers, other external stakeholders and members of the public;
prospective/current service providers potentially/actively engaged in the processing of personal data on behalf of TfL; the
Greater London Authority and its other functional bodies; law firms and counsel; the police; local authorities; government
departments and agencies; regulatory bodies (including the Information Commissioner's Office and the Office of the
Surveillance Camera Commissioner).

Knowledge

1. The General Data Protection Regulation; Law Enforcement Directive; Data Protection Act 2018, Human Rights Act
1998; Privacy and Electronic Communications Regulations 2003; Regulation of Investigatory Powers Act 2000.

2. Relevant statutory codes of practice, decisions and guidance issued by the Information Commissioner’s Office; Article
29 Working Party; EU Data Protection Board; Cabinet Office; Home Office; and other relevant sources.

3. Information and records management issues including statutory data retention requirements.

4. Freedom of Information and transparency requirements affecting TfL and its subsidiary companies.

5. An awareness of information security and assurance issues, including relevant external standards (eg Payment Card
Industry Data Security Standard; ISO 27001; UK Cyber Essentials scheme and CESG 10 Steps to Cyber Security).

Skills

1. Ability to anticipate and evaluate potential privacy and data protection compliance challenges at a strategic level
(including changes to the law, organisational structures, business processes, etc.) and identify pragmatic solutions.

2. Excellent communication and influencing skills, with the ability to articulate persuasive arguments verbally and in writing.
3. Ability to assimilate information quickly and explain complex legal, regulatory and policy requirements to colleagues and
external stakeholders at all levels.

4. Ability to lead and develop a team; manage/prioritise a large and varied workload; and meet challenging deadlines.

This job description takes account of the primary factors but recognises there may be an number of items required to
fulfil the role, but which are not required to be detailed.
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Experience

1. Extensive experience of leading on privacy and data protection issues within a large and complex organisation.

2. Extensive experience of liaising with a diverse range of internal and external stakeholders at all levels of seniority.

3. Identifying, setting and adjusting competing strategic priorities in a changing environment; having to anticipate and adapt
to multiple problems or challenges which may arise from internal and external sources.

4. Leading and delivering behavioural change within a large organisation, to create a 'privacy aware' compliance culture.

Our |5 competencies are the generic skills, including interpersonal skills and knowledge need to perform well in a role, but
not all of these will be applicable. Based on the requirements of the role, please indicate those competencies that are most
relevant (6 - 8 max) and the level required with A the least complex and E the most complex level.

Refer to the Competency Briefing Note for Line Managers for further information and the Competency Framework to
determine the competencies and levels to be included.

Building capability |_| Communications and influence lTl D
Responsiveness I_l Stakeholder management ITl D
Customer service orientation l_l Planning and organisation lTl C
Strategic thinking IT' Cc Commercial thinking I_l
Problem solving and decision making lTl D Safety awareness I_l
Organisational awareness lTl D Managing business performance |_|
Change and innovation lT' D Team leadership lTl D
Results focus I_l

HEALTH & SAFETY STATEMENT

All employees have a general duty in law to take reasonable care for the health and safety of themselves and of other persons who may be
affected by their acts or omissions. All employees must understand and be committed to Transport for London’s Health and Safety Policy
statement and the Company’s safety priorities and be aware of their contribution to such priorities. All employees must also be aware of
and comply with all current health and safety legislation and other Company requirements that are relevant to their role.

EQUALITY STATEMENT

Transport for London values the diversity which exists in our city, and our aspiration is to reflect this diversity in our workforce. All
employees must be aware of and committed to the Equality Policy Statement of Transport for London. All employees must also be aware
of and comply with other Company requirements associated with Equality and Diversity issues relevant to their role.

CRIME & DISORDER STATEMENT

It is a statutory requirement for all departments within TfL to follow Section |7 of the Crime and Disorder Act 1998. Section |7 requires
authorities to consider the likely affect on crime and disorder and community safety in all that they do, and take action to prevent crime
and disorder, substance misuse, anti-social behaviour and behaviour that adversely affects the environment. TfL has voluntarily been
committed to following Section |7 since 2006, but we must all make sure that it is considered in decision making, policies and procedures
in the same way that equality and health and safety are.

PRIVACY & DATA PROTECTION STATEMENT

Personal information relating to TfL’s customers, workforce and members of the public, must only be collected, accessed or used by
employees for legitimate business purposes directly related to the performance of their duties; and in accordance with their terms and
conditions of employment, TfL’s Privacy and Data Protection Policy, The TfL Code of Conduct and relevant HR policies. The misuse of
personal information is generally viewed as gross misconduct and may also constitute a criminal offence.

This job description takes account of the primary factors but recognises there may be an number of items required to
fulfil the role, but which are not required to be detailed.
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ADDITIONAL INFORMATION AND/OR ADDENDUM

This job description takes account of the primary factors but recognises there may be an number of items required to
fulfil the role, but which are not required to be detailed.
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