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HEALTH & SAFETY STATEMENT

All employees have a general duty in law to take reasonable care for the health and safety of themselves and of other persons who may be 
affected by their acts or omissions. All employees must understand and be committed to Transport for London’s Health and Safety Policy 
statement and the Company’s safety priorities and be aware of their contribution to such priorities. All employees must also be aware of 
and comply with all current health and safety legislation and other Company requirements that are relevant to their role. 

EQUALITY STATEMENT 

Transport for London values the diversity which exists in our city, and our aspiration is to reflect this diversity in our workforce. All 
employees must be aware of and committed to the Equality Policy Statement of Transport for London. All employees must also be aware 
of and comply with other Company requirements associated with Equality and Diversity issues relevant to their role. 

CRIME & DISORDER STATEMENT

It is a statutory requirement for all departments within TfL to follow Section 17 of the Crime and Disorder Act 1998. Section 17 requires 
authorities to consider the likely affect on crime and disorder and community safety in all that they do, and take action to prevent crime 
and disorder, substance misuse, anti-social behaviour and behaviour that adversely affects the environment. TfL has voluntarily been 
committed to following Section 17 since 2006, but we must all make sure that it is considered in decision making, policies and procedures 
in the same way that equality and health and safety are.

Our 15 competencies are the generic skills, including interpersonal skills and knowledge need to perform well in a role, but 
not all of these will be applicable. Based on the requirements of the role, please indicate those competencies that are most 
relevant (6 - 8 max) and the level required with A the least complex and E the most complex level. 

Refer to the Competency Briefing Note for Line Managers for further information and the Competency Framework to determine 
the competencies and levels to be included. 

Building capability Communications and influence

Responsiveness Stakeholder management

Customer service orientation Planning and organisation

Strategic thinking Commercial thinking

Problem solving and decision making Safety awareness

Organisational awareness Managing business performance

Change and innovation Team leadership

Results focus

Experience

Personal information relating to TfL’s customers, workforce and members of the public, must only be collected, accessed or used by 
employees for legitimate business purposes directly related to the performance of their duties; and in accordance with their terms and 
conditions of employment, TfL’s Privacy and Data Protection Policy, The TfL Code of Conduct and relevant HR policies. The misuse of 
personal information is generally viewed as gross misconduct and may also constitute a criminal offence.

PRIVACY & DATA PROTECTION STATEMENT

http://source.tfl/pdfs/TfL_Competency_Briefing_Note_For_Line_Managers.pdf
http://source.tfl/pdfs/TfL_Competencies.pdf
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	Enter job title: Head of Information Governance
	Position number: General Counsel (50018206)
	Enter Hay score / Pay Band: Hay score 954 points  Pay Band 5
	t1: 
	Enter text: The Job Holder’s primary purpose is to provide leadership across TfL to:1. Ensure TfL's compliance with information governance legislation (including the Freedom of Information (FOI) Act 2000,     the  Data Protection Act (DPA) 1998 and the Environmental Information Regulations (EIRs) 2004)2. Manage and develop the TfL Management System to ensure that it is an effective pan-TfL source of policies and instruction for all employees3. Develop and implement a pan TfL Information Governance Strategy that is fit for purpose for today's business requirements and ready for future legislative changes including a Data Transparency Strategy and Information & Records Management Strategy4. Develop and exploit the TfL Corporate Archives to aid business insight and future development5. Lead, manage and develop the Information Governance function within General Counsel on behalf of TfL
	Tooltip: Please see example :"The job will have responsibility and accountability for delivering the projects to time, budget, scope and quality, and supporting the Programme Manager, they will optimise the allocation and utilisation of project and programme management professionals, subject matter experts and external suppliers. The job will work within the Programmes & Delivery team to leverage their specialist expertise within projects to ensure the implementation of a holistic and comprehensive project delivery model.”
	t2: 
	Enter text 02: 1. Maintain and develop relevant TfL Policies, agreed by ExCom, applicable across TfL and its subsidiaries, and ensure they are supported by relevant procedures, guidelines and training, accessible to all staff  2. Develop and implement an Information Governance Strategy for TfL, agreed by General Counsel and MD CCT, that improves the availability of TfL's information and achieves compliance with legislation in the short, medium and long term3. Develop, grow and promote the TfL Management System, working with Directors to agree new content for areas of the business not yet incorporated into the system, ensuring it is the 'single source of truth' on 'Working at TfL'4. Responsible for TfL's compliance with the FOI Act and the EIRs (approx 2,500 requests per annum)5. Ensure TfL's Privacy and Data Protection Framework is applied by all business areas processing customer and employee data, with Directors and 'Personal Information Custodians' taking steps to identify and mitigate associated risks6. Prepare TfL and its subsidiaries for the implementation (in 2018) of the General Data Protection Regulation. Up-skilling Directors, 'Personal Information Custodians' and employees of the implication of these changes7. Build effective relationships with the Information Commissioner’s Office (& other relevant regulators) and lead and direct TfL’s response to any investigations into non-compliance and subsequent appeals to the Tribunal or courts8. Ensure effective advice and direction is provided to Directors and other 'information owners', to influence and support TfL's Technology and Data Strategy and gain maximum value from the management of TfL's information assets9. Effective contract management of outsourced suppliers providing storage of TfL's semi-current and archival records10. Ensure the Corporate Archives collects, preserves and makes available, internally and externally, records (digital or paper) that form TfL’s corporate memory  11. Ensure delivery of the targets attributable to Information Governance which are included on the MD Scorecard12. Lead, manage and develop a team professional experts in Information Governance13. Be at the forefront of developments in relevant legislation, codes of practice and external guidance and ensure Information Governance is recognised for its expertise in meeting TfL's responsibilities  
	Tooltip 2: Please see examples :"Responsible for the reporting of periodic department expenditure against the budget to ensure is in line with forecast spending.Provide a wide range of ad-hoc analyses, to produce accurate, insightful and meaningful interpretation of customer travel behaviour.Manage assigned projects, in accordance with the TfL PPM Methodology and working to relevant corporate standards, to ensure delivery of intended business benefits."
	Text2: Primary responsibility for a budget of approximately £700K spent on the procurement of outsourced records management and archival services and a cost centre budget of approximately £3m and 32 FTE posts. Deliver efficiencies for TfL through the provision of advice and direction on the proper management of personal data (fines of up to £500,000, or, from 2018, 4% of TfL's turnover, may otherwise be imposed by the external regulator); provide advice and services to internal and external stakeholders which reduce the need to store information unnecessarily; and protect TfL's reputation.
	Text3: Internal: General Counsel; MDs and Directors; ‘Information owners’ (generally Directors or Heads of) responsible for systems and processes used in the management of information; owners of content in the Management System; colleagues across the business up to MD level. All of these need to be directed, or influenced, to take steps to improve TfL's compliance with information governance legislation to mitigate risk to TfL.External: Service providers processing personal data on TfL’s behalf (e.g. to enable the Oyster Card or Congestion Charging) or store and manage TfL’s information, who need to comply with appropriate contractual arrangements devised by Information Governance; The GLA and its other functional bodies who may share an interest in FOI requests or personal data received/controlled by TfL; the Met Police and government departments who exchange personal data in bulk with TfL; the Information Commissioner’s Office, which regulates compliance with information governance legislation; the Surveillance Camera Commissioner (who regulates the use of CCTV and ANPR)
	Text4: 1.Detailed knowledge of information governance legislation and its interpretation in a complex politically sensitive environment,, including through the Decisions of the Information Commissioner, Information Tribunal and Courts, and the Code of Practice on the Management of Records (issued under Section 46 of the Freedom of Information Act (FOIA) 2000)2. Detailed knowledge in the area of Information and Records Management, based on British and International Standards, best practice and emerging technology3. Detailed knowledge of Code of Practice on Transparency and other openness requirements4. Through understanding of the impact of new and evolving technology on the management of information and the processing of personal data
	Text5: 1. Able to assimilate new and complex legislation and other information as it evolves and identify potential business risks and generate ways of responding to them, taking account of political and legal realities2. Ability to communicate and influence, at all levels up to MD,  in discussion and  negotiation and through written reports and presentations3. Able to explain legal, regulatory and policy requirements to colleagues at all levels and to influence decision making processes across the business4. Ability to anticipate the effects of technology, organisational, legal and regulatory changes on TfL’s information governance
	Text6: 1. Extensive experience in a relevant working environment, applying information governance legislation in a politically sensitive organisation2. Extensive experience of managing / processing substantial volumes of personal information and a high volume of access requests in compliance with legislative requirements3. Managing information governance related change within a large organisation4. Leading, managing and motivating a team to deliver consistently high quality output5. Setting and adjusting priorities in an environment subject to rapid and/or substantial technological, structural or functional change
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